Programming Guide to the

VisTracks® Platform

Installation of Digi Wireless Vehicle Device for use
with VisTracks, Inc.

POWER WVA: attach the Digi WVA to the vehicle diagnostic port.
Step 1 - Reset the Digi WVA device

NOTE: This step is only to be followed if the device has never been setup, or the device is
being changed from Push Button pairing to PIN pairing mode or vice-versa.

1. Press the WV A button on the device and hold it down for at least 10 seconds. This will reset the device to its original
factory settings and is necessary for initial configuration of Wi-Fi Direct.

Step 2 — Configure WiFi Direct through the following options:

2.1 Digi WV A Configuration via VisTracks Application

L.

2
3.
4

Install Barcode Scanner from the Play Store
Open VisTracks app (or Branded App)
Log into the app
On the main dashboard, tap the ‘Connect’ button which is located below the app header to display the ‘Connect
to Vehicle’ dialog.
At this point, 2 options were present in order to establish a connection to the VBUS device: Manual Connection
and Auto Connection.
a. Manual Connection

o Tap on the Manual Connection button
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Connect to Vehicle

Do you want to connect to vehicle Truck 1017

o Select Digi WVA VBUS device
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Supported VBUS Devices

() Ccartasite ROVR dT9

O  CalAmpLMU 4230
Digi WVA

O Geometris

o Tap on the Next button

o The ‘Configure VBUS device’ dialog will be displayed.
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Configure VBUS device

Tap Scan QR Code button button to connect to Digi device by
scanning QR code that came with your Digi device to
configure and connect to it or tap Skip button to connect to a
Wifi Direct device already configured

6. At this point, there are two ways to connect to the Digi WV A device; the first time the Digi is being
configured, or connecting to an already configured device. To connect for the first time, follow the
steps below starting at step 7. If the device is already configured, then start the connection on step 8.

7. Configure Digi VBUS device screen will then display. Connect to Digi device by scanning QR code.

10.1 Tap on ‘Scan QR code’

10.2 Barcode Scanner app will then launched
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10.3 Place Camera over QR Code

|| l o
i Barcode Scanner o, sHare (L) HISTORY

Place a barcode inside the viewfinder rectangle to scan it

4 @] O

10.4 If the scanning of QR code is successful, then Digi WV A Configuration screen will then be
displayed.
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Configure VBUS device

Enter Device Name:
Pairing Mode: PinPairing ~

Enter Pin:

q w e r t y u I o] p «a
a s d f g h i k | Next

1 z X ¢ v b n m ! ? t

Ctrl Sym @Hf English(US) 4 3

10.5 Enter a device name on the ‘Enter Device Name’ field. Example: “Digi Test”

10.6 Select a Pairing Mode
e Ifyou select Pin Pairing mode
0 Tap on the drop-down option and select ‘Pin Pairing’

0 Input a Pin on the ‘Enter Pin’ field. (Note: It requires 8 digit pin)

0 Then tap ‘Configure Device’ button
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Configure VBUS device

Enter Device Name:
Pairing Mode:
Enter Pin:

Waiting for WiFi to become available

> If the an error was encountered during configuration process then an Error dialog will be

displayed.
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Error Configuring Device

The following error occurred while configuring the device:
Could not connect to WiFi network with SSID wva-00:40:9D:
84:7E:9B.

Would you like to try again?

RESCAN QR CODE CANCEL  TRY AGAIN

10.7 Upon successful configuration, the device will show up in the Available devices after the

Discover Peers process

0 Tap the device name you recently configured

© 45% @ 12:35PM

WiFi Direct Devices

DigiTest 00:40:9d:84:7e:9b

DISCOVER PEERS ~ CANCEL
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0 A dialog will then display the asking if you want to connect to the Digi WVA
device.

45% 5 12:35PM

Connect?

Connect to WVA Device?

0 Tap Yes button, then a dialog will be displayed asking to enter the required Pin
alongside with ‘Accept’ and ‘Decline’ buttons

0 Enter the Pin you recently configured and tap the Accept button

45% & 12:35 PM

Invitation to connect

Type the required PIN:

PIN Number

i
5

7 8 9
0

Done
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o It will then display the VBUS Progress dialog upon establishing a connection to the
selected VBUS device.
> Ifthe VBUS connection results to an error (given the following situations

below), an error dialog will display.

e VBUS Connection Error
o Interrupted Internet Connection
o VBUS Power Failure

3 T 40%E11:12AM

VBUS Data Error

Vbus timeout error to establish connection

Note: The app will automatically disconnect from the device after attempting to connect

for 1 minute and 30 seconds without receiving any data from the VBUS device.

o0  Wait until the Device shows as ‘Connected’ status

e Ifyou select Push Button mode
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Configure VBUS device

Enter Device Name: Digi Test

Pairing Mode: Push Button ~

q w e r t y u 1 o o] a

a S d f g h i k I Next
1 z X c v b n m 5! ? 1
Ctrl Sym ©.., English(US) 4 >

0 Tap on the drop-down option and select ‘Push Button’
0 Then tap ‘Configure Device’ button

0 The device will show up in the Available devices after the Discover Peers process

= 456%E12:35PM

WiFi Direct Devices

DigiTest 00:40:9d:84:7e:9b

DISCOVER PEERS ~ CANCEL
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0 Hold the Digi WVA button down for 3 seconds (do not hold down for more than 3

seconds or you will have to repeat the entire process).

45% & 12:35 PM

Connect?

Connect to WVA Device?

0 After successfully pressing the Digi WV A button, the device status will then be

shown as ‘Connected’

Note: If this did not work please follow the below manual setup method to connect
to the Digi WVA in Wi-Fi direct mode. Prior to following the manual setup method
you will need to press the WV A button on the device and hold it down for at least

10 seconds in order to reset the device to its original factory settings.

8. Connect to a WiFi Direct Digi device already configured
A. Fora Digi WVA device configured for PIN Pairing mode.
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o0 Tap ‘Skip’ button

= 45%E12:35PM

WiFi Direct Devices

DigiTest 00:40:9d:84:7e:9b

DISCOVER PEERS ~ CANCEL

0 The device will show up in the Available devices after the Discover Peers process
0 Tap the device name you recently configured
0 A dialog will then display the asking if you want to connect to the Digi WVA

device.



Programming Guide to the
VisTracks® Platform

45% 5 12:35PM

Connect?

Connect to WVA Device?

0 Tap Yes button, then a dialog will be displayed asking to enter the required Pin
alongside with ‘Accept’ and ‘Decline’ buttons

o0 Enter the Pin you recently configured and tap the Accept button

45% @ 12:35 PM

Invitation to connect

Type the required PIN:

PIN Number

T 2 3
4 5 6
7 8 9
a 0 pone

o Device should show as ‘Invited’

o Wait until the Device shows as ‘Connected’ status
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B. For a Digi WVA device configured for Push Button pairing.
0 Tap ‘Select Device’ button
0 The device will show up in the Available devices after the Discover Peers process
0 The device should show as ‘Invited’ status
0 Hold the Digi WVA button down for 3 seconds (do not hold down for more than 3
seconds or you will have to repeat the entire process).
After successfully pressing the Digi WV A button, the device status will then be

shown as ‘Connected’

b. Auto Connection
o Tap on the Connect button
o The VBUS Progress dialog will then display
o Upon establishing a connection to the VBUS device, You should hear a tone letting you
know that device is now connected.

m  Prerequisites to successfully perform Auto Connection
o Create a Pre-configured device in the Portal’s Equipment Management Page or in the
App’s Manage Vehicles/Trailers screen

o Set the ELD Configurations

Note: Only users with Asset admin roles can create equipment in the app.

2.2 Digi WVA Configuration via Web Browser
a. Connect to WVA hot spot
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1. Go to the wireless connections on your computer. The WV A will announce itself as a hotspot

wireless network using the naming convention of wva-mac-address.

Currently connected te: +y
| }' lisle. vistrac ks com

Inkernet sccess

Wireless Mebwaork Conmectson ~
Vistracks Connected gy |
PRUREG ol
PRUMOBILE M
PRUWIRELESS -
wiva-00:40:90:5C0 A AL M
PFCYIT 2

801 Conference Room :.l‘
PRUEYOD oo

Open Network and Shanng Center

2. Connect to WVA on Wi-Fi using PASS from QR Label as shown below:

QR Label Passcode for Wi-Fi

Type the netwark security key

Gecurity key AZ09azAZ09az02]
HI LT

b. WVA Configuration
1. Open your web browser and type in the following URL in order to connect to the device

configuration homepage: 192.168.100.1

' New Tab

(B W [ 192.168.100.1
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2. The following message may be displayed. If so, click on Advanced

e s - e A e ey
. Priicy emng ki L o = s I;T.J.-.r- % '1; T

Your connection is not private

Attackers might e tryeg to steal formmate0n from 192. 168 100.1 [for exampile,

-

3. Click on Proceed to 192.168.100.1 (unsafe)

I Privary eer

+ L

|l Bpes N dady | iefeEnce

Your connection is not private

Artackers mrght be trying to steal y ormation from 12 1EE 1001 Clor exam phe

s, mmessaees, of credit Cart

b serwer couid mot prones Ehat s 192,168,100, 1 ot
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4. Authenticate using admin for both username and password.

192.168.100.1
i Appr N daily B reference

Authentication Reguired

T garadr Ftpe:s 050 188 100 124 2 requinis & usdimarg amd
password, The server saps delaul,

User Hamez  sdmin

P g A

Leg In Cameal
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5. User is at the device configuration homepage.

I Device Canligination i
[l B G LS/ 192.1658.100.1
|| Bpp A daly M refirence

Device Configuration and Management

Wireless Vehiche Bus Adapler

Device Information

Configuration Currenit Systiam Sistus

Wiraleas Mabwark

Homs

WWireless Accass Poink B Wirelest Wehids Bus Adapior

Fython Frodect 10z 513

Mebwork Servces Firmwars Verecn: wea release gw-3.2.00.4 10/23/2014 16:51:05 COT
Uevice Lioud Connectity Dawice 102 OOBO00D-D0A0H - fFScdaal

Hest flame:  wva
Date amd Thme:
U Thama-

Fimer Managamient

Admin Passwond

administration

Fhe Plpagmaot W3- Fil MAC Adcress:

Cartificate Managernent

Bacioup/Eestore

Firmiware Update

Acapter Slatus

Gpsiam Lag

Ligal Metices CFU Uliralion =

225 Bt Total Fasmary
Used Memnary
Free Memony:

dcres:

VIl-Fil AP B
WkFi AP P Address:

NS, Senver:

PMetmark Coomectrity Status [

Platserk intarfaos detedted

Wakthmg for Enk bo mebaork_.

Oog

Refresh

¢. Confirm Adapter Status
1. Click the Adapter Status tab
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2. Verify there are values being displayed for the CAN Bus Statistics, example below

Wireless Vehide Adapter Status
Current Wireless Metwork Status
Active 551D off/any
Access Point: Mot-Associated
Signal Level: MN/A
Link Quality: N/A

Current Vehicle Status
VIN: /&
Engine Speed: 4016.000 rpm
Vehicle Speed: 125.492 km/h

CAN Bus Statistics

Bus Bytes Packets Bytes Packets

Received Received Sent Sent
can0 113640 14205 433 141
canl a 0 a 0

| Refresh Once || Refresh Automatically |

Automatic refresh requests a status update every 5 seconds.

3. Ifthe values remain as 0, click on the Refresh Once button and wait a few seconds to see if the
values change

4. [If the values still do not change proceed to the section below for 'Change CAN Bus
Configuration'. Else if you see values skip to the section titled 'Configure the WVA for Wi-Fi
Direct'.

d. Change CAN Bus Configuration

1. Click the CAN Bus tab to configure the device Bus settings



2.

3
4
5.
6
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Change the Baud Rate for CAN Bus 1 and CAN Bus 2 from 'Auto Baud' to '25000'

CAN Bus Configuration

Current Settings

Each CAN bus may be individually configured.

CAN Bus 1 Settings

¥/ Enable CAN Bus
Baud Rate: 250000 v

CAN Bus 2 Settings

¥/ Enable CAN Bus
Baud Rate: 250000 v

Click Apply and wait a few seconds
Confirm the Adapter status by following the steps described in the above section
Verify values are being displayed for the CAN Bus Statistics

If the value do not change repeat the above steps and select another baud rate

e. Configure WVA for Wi-Fi Direct

l.
2.
3.
4.

Click Network Services tab to get to Network Service Configuration screen.
Enable Web Server (HTTP)

Enable Web Services Events on TCP Port 5000

Click Apply
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5. Wait for 2 minutes then refresh the page and confirm the above settings were applied

" | Device Configuration gl : Wl a, fime

{3 bepE://192.168.100.1
i Apps |l daily B reference books

Device Configuration and Management

Wireless Vehicle Bus Adapter

HETZ Network Service Configuration

Canfiguration Current Settings
Wireless Network
Wireless Access Point Secure Shell (SSH)

Alfows users secure access to log in to the Digi device and access the command-fine interface,

oLty # Enable Secure Shell Server (SSH) TCP Port: |22
Pawer Managemeant
CAN Bus WEB Server (HTTP)

Admin Password

L

Administration < ¥ Enable Web Server (HTTP) TCP Port: B0

File Management
Certificate Management Secure WEB Server (HTTPS)
Backup/Restore

Firmware Update
Adapter Status ¥ Enable Secure Web Server (HTTPS) TCP Port: 443

Web pages encryption to improve the security of web data transfers.

em Log

yse by applications.

¥ Enable Web Services Events

Device Discovery Service (ADDP)
Discovery of Digi devices on a netwark using Digi Device Discovery appfication.

Device Discovery Service (ADDP) Mode: Read-Wrile * | Read-Only: Allows discovery of
devices,

Read-Write: [default) Allows
discovery and network
configuration.

Off: Disables service entirely.

<

Apply )

6. Click Wireless Network tab
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7. Click Wi-Fi Direct button

B baps,//192.168.100.1

Hi Apps I daily N reference Books

14 Device Configuration and Management
Jian
*: : Wireless Vehicle Bus Adapter

Wireless Network Configuration

Currenkt [P Parameters

Wirelees o Automatic address assignment via DHCP is enabled.
Python 1P Address: 000,00

Network Services Subnet Mask: 9.0.0.0

Default Gateway:  0.0.0.0

Intarface Configuration

¥ Enable this network interface

Configure to connect 1o an Access Peint or Hot Spot

Backup/Re onfigure to connect using Wi-F| Direct

ired for Infrastructure mode.
Stored [P Conflguration

®  Obtain an [P address automatically using DHCP
Usa the following [P address:
IP Address: 192 168.43 1

Subnet Mask: 255.256.255.0
Default Gateway: 0.0.0.0
Host Mame Configuration

Host Mame: wWi'a

Domain Mame Service Configuration
Primary DNS: B8a.8
Secondary DNS: D000

Apply —

8. Enter in a Device Name. The name must contain the contiguous text "Digi WVA". You can also
add the vehicle number associated with the device as in the example below

where "Digi WVA_ Truck 01" was entered. A VIN # as part of the name may be a great choice

as well.
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9. Select Push Button for the WPS Method and click the Finish button.

# . Device Wireless r:nnﬁgur. z

fx hets/192.168.100.1

il hpps W daidy I reference hooks

Device Configuration and Management

Wireless Wwehicle Bus Adapter

Wi-Fi Direct Configuration Wizard

Device Nam
WPs Method:

¥ Reconfigure 1P addresses fior Wi-Fi Direct

Digi WVA_Tnck_01 ) |

Push Bafen ) ¥ |

Copyright & 1996 2018 Digl Irtwreaticnal Snc. Al righty ressroed.

10. User will be asked to reboot. User must reboot in order to complete the install.

Device Configuration and Management

Wireless Vehicle Bus Adapter

Wi-Fi Direct Configuration Wizard

Configuration save is complete. Reboot is reguired,

Tha davecs kas suceasefully savad the requasted paramelers. & rabact i@ requerad 1o apply the changas.
The feboot proceid will tike spproximately § minute te complete.

After the reboot complates, |t may be necessary o reconnect to this device using Wi-Fi Direct,

Click the "Reboot” button to end the wizard and reboot the device,

f. Initial Pairing of Device

Copyright & 1956-200

i Iskemational Inc, &I reghts reseroad
Sigi.cem
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1. On the Android tablet tap on the Settings icon

2. Tap on Wi-Fi

WIRELESS & NETWORKS
¥ WIi-Fi

8 Bluetooth

(3 Data usage

More...

DEVICE

% Audio profiles

3 Display

3. On the Wi-Fi screen tap on the additional options icon at the top right and select Wi-Fi Direct

Scan
WPS Pin Entry

Wi-Fi Direct

Advanced
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4. Tap on the WVA Wi-Fi Direct network and immediately afterwards press the button on the WVA
device for 3 seconds. Do not press the button any longer than ten seconds as this will reset the

device and user will have to start over.

Connection Device Controls Genera

Scan  Multi connect  Q :

NETWORK CONM...

Wi-Fi
= B MY DEVICE HAME

Wi > Wi-Fi Direct

Bluetooth .

Airplane m..

©

Data usage

z Digi_WWVA_Truck_01

'|| nare 10 conresct

Location

O mm

CONNECT AND 5...

Wearhy dev

O

5. Once the initial pairing is complete the device is ready for use with the VisTracks android

application.

g. Launching VisTracks Mobile App Settings and connecting it to a WiFi Direct

device already configured

1. Open VisTracks App

2. Log into the app

3.  On the main dashboard, tap the ‘Connect’ button which is located below the app header
4. Tap on ‘Manual Connection’ button

5. Select VBUS device - "Digi WVA"
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Supported VBUS Devices

() Ccartasite ROVR dT9

O  CalAmpLMU 4230
Digi WVA

O Geometris

6. Tap on the ‘Next’ button

7. The ‘Configure VBUS device’ dialog will then display

8. You have the option to scan the QR code that came with your device or connect to it yourself via
Wifi-Direct. In this example, we will be connecting via Wi-Fi Direct device already configured.

Tap "Select Device" Button.
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Configure VBUS device

Tap Scan QR Code button button to connect to Digi device by
scanning QR code that came with your Digi device to
configure and connect to it or tap Skip button to connect to a
Wifi Direct device already configured

(Note: If you haven’t configured a WiFi Direct device, you can also select the Scan QR Code
option. Refer to 2.1 Step #7 for the instructions.)

Tap on the WiFi direct device name: Digi Test

(Note: If the WiFi Direct device is paired through ‘Push Button’ mode then you will
see the device as ‘Invited’ screen. Hold WV A button down for 3 seconds (do not
hold down for more than 3 seconds or you will have to repeat the entire process). If

the WiFi Direct device is paired through ‘Pin” mode, then it will ask you for a PIN)
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WiFi Direct Devices

DigiTest 00:40:9d:84.7e:9b

DISCOVER PEERS ~ CANCEL

10. You should hear a tone letting you know that device is now connected.

11. To check if you are successfully connected to the Digi Test Wi-Fi Direct network, navigate to the

()
Main Dashboard and the VBUS status indicator should be displayed as “Connected” s

which is located on the app header
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© T 69%M4:59 PM

Hours of Service @ C <

e John Doe DATA TRANSFER

B venicLE1o

OPTIONS
offbuty - = None
LOGS
RECAP
DVIR

START BREAK
SHIFT/CYCLE

12. You can also check on the Android Notification Bar and you should see the VBUS Service status
as “Connected”
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QR T T 69%H4:59PM
4:59 pM Mon, October 3

= Q <€ (9

Wi-Fi Location Sound Auto Bluetooth Power
WIFI rotate saving

f —e

Quick connect

VisTracks
VBUS Service Running ..Connected

VisTracks
VisTracks Service Running ...

NOTIFICATION SETTINGS

Troubleshooting Steps

1. Exit out of the VisTracks application
2. Go to Settings on the Android device and verify that the device is connected to the WV A Wi-Fi Direct network
3. Ifthe network status states ‘Available’ tap on the network to initiate a connection

4. Ifthe WVA Wi-Fi Direct network is not displayed tap on the Search button at the top of the Wi-Fi Direct screen to search
for the network

5. Once the connection has been confirmed repeat the previous section for “VisTracks Mobile App Settings



